ICS 35.040
L 80

A2 N B 26 R [ S bR U

GB/T 32919—2016

FERREEHEAR IAE=EH
RaEReEt N HiE™

Information security technology—
Application guide to industrial control system security control

2016-08-29 % 5 2017-03-01 £ 5E




=
{13

L]
i

-

AREFME X -
B L MR

~N o g1k W N

7.1 EFESMAMRE -
1.2 TEEHIEE -

7.3.1 BB

7.3.2 RETWENES

7.3.3 eIz

7.3.4 HEEHSHIRME
7.5 BN EALREHIPRE IR
8 EAWHIEELENH -

B A CRBMER ) T 5] R G E G (2 A KUK +eereeerrreenerenennssssrenneeeseeseseeteene eeaenne
Al T B R G SEGAE B RBEXTHL  wveeeeersrrrrrresmmeniaienietee oo ent e ee e e e st ene e e
A2 FERGKZ 2B S HEEX TALER REREIR oo

A3 TV 5 il 2 G T I B R
A4 Tl o 2R G e 55 1k 20 A

Ad ]l T EE BB IRPEMEIR <o vveeeevremrneerrnneennneennns
A2 SRR FIIEFE ISP e v eremreeeeerne it es ettt e e e e e
A.d.4 S‘Zéﬂf@g’glﬁ B

Bk B (BERMAER %) T &6 RE R 2ER51% -
B.1  #kl(PL)

B.1.1 &2 KM (PL-1) - eeeenns

B.1.2 R&GEEEME(PL-2) -

B.1.3 47 A ¥ (PL-3) -

B.l.4 [ZE B R RBER(PL-4) creererrerereninniiiin
B.1.5  ZAWENIR (PL-5) «eeeeeeees

B.2 B A ATAE GEEAL(CA) vvererreremrmnenioienreien et e sreie e et e

S 1E- 20 8- 0 s TSSO

GB/T 32919—2016

Ll ==

© W 00 0 0 N NN o,y W D

— =
—_— O

—
Do

.
T
O N o o oy Ul A W W

I ST T SR O SCRR \CR Y
SOR W W NN NN



GB/T 32919—2016

B.2.1
B.2.2
B.2.3
B.2.4
B.2.5
B.2.6
B.2.7
B.2.8

GV 5 BAUR B A B (CA-1) -

itéﬁ—ﬁ(CA 2) -

B.3 R TEfE (RA) ceeveeernennnnn

B.4

B.3.1
B.3.2
B.3.3
B.3.4

B.4.1
B.4.2
B.4.3
B.4.4
B.4.5
B.4.6
B.4.7
B.4.8
B.4.9
B.4.10
B.4.11
B.4.12
B.4.13
B.4.14

B.5.1
B.5.2
B.5.3
B.5.4
B.5.5
B.5.6
B.5.7
B.5.8
B.5.9
B.5.10
B.5.11

XGRS PEAG SR S AR AR (RA-1)

a2 (RA-2)
K PEAL (RA-3)
Jifs 55 M H (RA-D

A G5 M55 FREL(SA)
R G5 R 55 R BRI AR (SA-1) -

FIR ST EC (SA-2) -

)ﬁF%”c%%i’A’{ﬁF(SA—D s

&l‘iﬁf??uﬂﬁ%(SA 9) -+

T & AR BB E B (SA-10) -
FE AR B2 (SA-11) -

R B 3 (SA-12) -
A {Z#i M (SA-13) -

B.5 FEFEEHH(PM) eeveecresteneetientnintanciana,.

28 B (PM-D
BERE2EE (PM-2)
5 BEEHR(PM-3)
1 A BRI R (PM-4)
TG E R (PM-5)
T4 ERE & (PM-6)
HLE B8 (PM-T)
S e Bl Rt 1Rl (PM-8)
WU 4 2 3R g (PM-9)
B LFTRGTRE (PM-10)
v %5 AR & X (PM-11)

B.6 ARZE(PS)

I

B.6.1
B.6.2

7 %é%ﬂ%ﬂﬂﬁ(lﬂs 1 -

< 24
- 24
ggjﬁ-i—l—ﬁﬂ(CA_zl)... cessseesesaanan
LR T ER(CA-6) eevrrvnnnnnnns
PN EREHE (CA-8) rererrrnnerernennens

26

- 26

27

- 27

28

- 28

- 28

- 28

- 29

- 29
ceee 20
- 30

+ 30

- 31

- 33
- 34
eeee 34
- 35
veee 35
- 36

- 36

- 36

- 36

- 37

- 37

- 37
e 37
- 37

- 37

- 38

- 38

- 38

< 39

- 39

- 39

31
31
32
33

33

39



B.6.3
B.6.4
B.6.5
B.6.6
B.6.7
B.6.8

AN A BEEL(PSA) =

iR (PS-6) «seeseenees
EEHFARELPST) -
KBRS (PS-8) woeveennnens

B.7 Y55 %4 (PE)

B.7.1
B.7.2
B.7.3
B.7.4
B.7.5
B.7.6
B.7.7
B.7.8
B.7.9
B.7.10
B.7.11
B.7.12
B.7.13
B.7.14
B.7.15
B.7.16
B.7.17
B.7.18
B.7.19
B.7.20

YIRS A R AR i AR (PE-1) -

Y35 A B AL (PE-2) -+
Y FR 5 18] 35 ] (PE-3) «eeveeeeennnns

BRI T TR S (PE-4) cveeeeeeevenrniaiiiiiiiiiiiiiiiiiaiieiin
ﬁtﬂﬁ%ﬂ‘]iﬁlﬂ?ﬁiﬂ%ﬂ(PE-S) ceeeeieentatcstnanstnanane feteeetenaiesan ettt antittttesnenstnennanas
W35 [R] g 2 @ 2 D ) I R e TR P P P R PR PP PR P L PR P PTPPIPRPTRYPPIPRPPR

Vi la) El & (PE-7) -

TEIE B RS H] (PE-13) sveeerenerenenniiiiiiciiiiniie e

B 7K (PE-14) evee-

Bl E5 (PE-17) sevvereerserenertentantiiitiitenactiiniiieiisnioenonaans

EE.EQZ[Sjij(PE_lg)

AAHW% % (PE-20) -

B.8 R A&ITRI(CP)

B.8.1
B.8.2
B.8.3
B.8.4
B.8.5
B.8.6
B.8.7
B.8.8
B.8.9

S ST S HEHE AR (CP-1) eveevveees

N2 3R (CP-2) «--

BT ZFFRIEE I (CP-3) ++vveeeereereeruesreeuesaiiaissetaeseeesesteecatseaeeseeses saeersas seneenenenn s
7 203 RT3 FI T 25 (CP-4) +veeeeeeseensrnsesessanssniassansssssseseeeessen aessen sn sen ensanne s
B BT RE R 5 (CP-5) seereeserannernuiiiiiiit it

22 AN TH I 5 (CP=6) covvveerensecees

TBERZ (CP-7) veeveererennnutiiiiiiii i e cenees

BBy (CP-8) srerervereesaacnannas

B.9 MEEEHECM) -

B.9.1
B.9.2
B.9.3
B.9.4
B.9.5

Bie B 4 2 SR e AL (CM-1D)
LM E (CM-2)
mﬁﬁime
LW 5 H (CM-4)
QE%WMWﬂmMﬁ>

GB/T 32919—2016

- 40
ceer 40
- 40

- 41

- 41
ceee 42
- 42
- 42
< 42
- 42
- 43
- 43
- 43
- 44
- 44
- 44
- 45
+ 45
. 45
- 45
- 46
- 46
46
- 46

- 46
ceee 47
- 47
ceee 47
- 47
. 47
- 48
48
ceee 49
- 49
w50
- 50
- 50
- 51
- 51
eeee 51
- 52

+ 53

- 53



GB/T 32919—2016

B.9.6
B.9.7
B.9.8
B.9.9

fic & % & (CM-6)
/NI RE (CM-7)
REGEHHFEH(CM-8)
Bic B 4 # 1T H) (CM-9)

B.10 ZEH(MA)

B.10.1
B.10.2
B.10.3
B.10.4
B.10.5
B.10.6

B.ll AZS5EBSREME(SI) ceereeeieeennn
RS (E B R MG R R (SI-1) seevereeeernneceriiiin ittt s e e e
- 59
T B AR T I 377 (SI-3) veevevvereresersnnnesete ettt ittt set sttt iesses sttt s et tba s senees
B THREIR IE (SI-6) reeerevenvunmnaeniiinen

B.11.1
B.11.2
B.11.3
B.11.4
B.11.5
B.11.6
B.11.7
B.11.8
B.11.9
B.11.10
B.11.11
B.11.12
B.11.13
B.11.14
B.11.15
B.12 4
B.12.1
B.12.2
B.12.3
B.12.4
B.12.5
B.12.6
B.12.7

%#%%ﬁﬂﬁwmq>

B bt 44 (MA-6) -

BRpE1E = (SI-2) -

%#ﬂma B (ST-7) -

ﬁq &.ﬂi%ﬂ 217 (SI-10) -+

Aﬁ%&ﬁ@ﬁ&nm
SRR (MP) -+

I B PR 4P 5 s FAL AR (MP-1) -
Aﬁl)‘illﬂ(MP 2) -

B.13 $1¢DF]T“(IR)

B.13.1
B.13.2
B.13.3
B.13.4
B.13.5
B.13.6
B.13.7

2544 e 07 3 W FAR AR (IR-1D
=4 e B B Y1 (TR-2)

25 {4 me 7 03 5 v 4k (TR-3)
A AR-D)

¥ (IR-5)

EH 4 (IR-6)

4 e B 32 Rg (IR-7)

- 54
- 54
+ 55
© 55
- 56
-+ 56
PP A B (MA-5) +eeveeversasasssssnrensennesnesessonasssnsnenns

56
57
57

- 58
- 58
- 58

58

59
60
61

- 61
< 62
+ 63
%‘tﬂfg%ﬁaﬁ(SI—lZ)

- 64

- 64

+ 64
cees 65
- 67
- 67
< 67
+ 67
- 68
- 68
- 69
+ 69

62
62

63

- 63

64
64

65

+ 65

65

+ 66

66



B.13.8
B.14 #F
B.14.1
B.14.2
B.14.3
B.14.4
B.15 #riH
B.15.1
B.15.2
B.15.3
B.15.4
B.15.5
B.15.6
B.15.7
B.15.8

= 44w 5 1 R (IR-8)
1Y (AT) -

HE UII%WHHMI(AT 1 -

LB IRIEY (AT-2) corereeerintrnmiiiiniiiiiina,

EFAOHNLELIEIAT-3) -

j{‘éi ‘IJ”'['E%(AT_4) “eceseces ettt cenanae

L5 %R (TA) -

ﬁﬁﬁé%%%ﬂﬂﬁﬂAD

HA WA F BRIRS % 5] (1A-2)

WERIRE % 5] (TA-3)

PR iR 2 (TA-4)

X 7545 B (TA-5)

) ] 5 (TA-6)
%@ﬁﬂ%%a&m
HAS P HIFR RS % 5] (TA-8)

B.16  ilal ¥ (AC) -

B.16.1
B.16.2
B.16.3
B.16.4
B.16.5
B.16.6
B.16.7
B.16.8
B.16.9
B.16.10
B.16.11
B.16.12
B.16.13
B.16.14
B.16.15
B.16.16
B.16.17
B.16.18

Iﬁlﬂ?’”ﬁﬂ%lﬂ%%ﬂﬂﬁ(AC I TN
T FUAE TH (AC-2) veeverenrturenstntonttieantateatuuisatttonseescusesessnnsenseseenreseesnesnsnes
BT A ] (AC-3) v eeerrvnnernnnnnneieei et it cee ses e een eeecrnaescnvas eeens

(B BB I (ACA) oevverreseennnnees

AT 43 B (AC-5) -
B /NZAL(AC-6) werereererneannns

BRI TS ] (ACT) wreveeeeenenenens

ARG AHER(AC-8) -

PLAT T ] B TR CAC-0)  cercer et tetetetntamtnitaiiiitieiiet it ensaiecresrnorencenrentencsnrsscsnrenns

HESTEER (AC-10) woeeeeees
LAERE (AC-11) -e-

LR (AC-12) wvrereerrernnnneenennniens
RARRLE BB VF AT AT R (AC-13) weeveevennnnns

A (AC-14) -
ToLR i [E] (AC-15) «ee-ee

B AR VTR (AC-16) -
INEB B GE I (AC-17) weveeerervnnrnnnnnneecnnn

=B ILZ(AC-18) .-

B.17 #Hit5RF(AU)--

B.17.1
B.17.2
B.17.3
B.17.4
B.17.5
B.17.6
B.17.7
B.17.8

it %lﬂi‘f%%*ﬂﬂ%x(AU-l)

WIFE A (AU-2) -

ﬁi.fiaikagmfg(AU_S) cesssscticnntenas

H AP S (AU-L) woevere
ﬁifré'eﬂﬂm“(AU 5) -

G B M T RR 5 (AU-6)

B AL AR A L (AU-7) -
B} 6] B (AU-8) -

GB/T 32919—2016

+ 69
- 70
- 70
- 70
- 70
- 71
- 71
- 71
- 71
- 72
- 73
- 73
- 74
- 74
veer 75
< 75
- 75
- 75
- 76
<77
- 78
veeee 78
- 79
ceeer 80
80
v 80
- 80
- 81
- 81
- 82
.ees 83
- 83
ceer 84
+ 84
- 85
- 85
- 85
- 85
- 86
veee 86
- 87
- 87
ceee 87



GB/T 32919—2016

B.17.9

B.17.10
B.17.11
B.17.12

- 88
$i+’f§,%\’f%%(AU‘11) ee s see assacesceeneese aestes ase et sensecsessen essseseteess st atsaes st sesnn es
'%’-H—/_;E&(AU-:[Z) e e s see seeaea sseees see sasees see ees ese sasans see st ses el seseneesesescte et acs st oo oae
- 89

HLHEH (AU-10) weeeeees

B.18 ZRE&S5#EEFEHRYP (SO -

B.18.1
B.18.2
B.18.3
B.18.4
B.18.5
B.18.6
B.18.7
B.18.8
B.18.9
B.18.10
B.18.11
B.18.12
B.18.13
B.18.14
B.18.15
B.18.16
B.18.17
B.18.18
B.18.19
B.18.20

%d%ﬁhﬁﬁﬁﬁﬂﬂESCn
N A 43 X (SC-2)

Z YRR (SC-3)
2 P (E B (SC-4)
i 48 il 55 B 47 (SC-5)
PR SE R (SC-6)
hFARI(SC-T)

4 6 52 B (SC-8)

&Sy AL 1 (SC-9)

P £ 1 i (SC-10)

FH I 5EHE(SC1D
TR H AR 4 A (SC-12)
S Feia 4 (SC-13)

T &R R &5 (SC-14)
JE & B (SC-15)

B0 (SC-16)

L5 %R (SC-17)

B AR A H i 2R 3 (SC-18)
& A5 B AR (SC-19)
PATRE PR S (SC-20)

87

88
88

- 89
- 89
< 90
- 90
- 90
- 91
- 91
- 93
- 93
- 94
- 94
+ 94
- 95
- 95
- 95
- 95
.. 96
- 96
< 97
- 97

- 98

105



GB/T 32919—2016

i

]

AFRUERR IR GB/T 1.1—2009 4 H 1 | 2 2

Abr e i 2 E AR B E 2L ARZE R4 (SAC/TC 260) R 3F1HA .

AbpERE RN R EEHEARL LR F O FEETHEARFHEATER . PERESERSL,
o E B R BB T8 T R R R A BR A B RN R TU (S BB R AT,

APrEEERE AN B E ERE UK, EaE B, X BRI 7 g s AR IR L R AR
B REf B EE . BREY XE HOF RIS TF . SEC BB RS A B R
T EZER,



GB/T 32919—2016

51

T

Tl #5862 45 (ICS) [ 35 Wa #5 FBUHE SR 48 & 48 (SCADA) .4 i S\ il R 48 (DCS) | A 4 12 2 18 1=
2R (PLC) &7 5 JTE PO TSR ekl A a b i SN B RS 28 13 i K F R
AR ESEEEASER T ZHNMA.

WE(S B AN LR, B RE RS Tt BB RGP BE M B P & e, Tl #1587 dn
R Sfe R 22 M SR P R I B AR A E B U R P RS ERMEA LML EE AR FERRAR
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ERRERAR Tu#E=H
RpreRfINAiESE

1 EHE

APRHERAGE T AT T Tk 6 R LR8N T DI 6 RGN R S fl g2, L
EHETIEHRENESBF— MBS EE LW ZEMmRTE.
AARUHEE T
a) FEMATIERRENZENEFR, W ELBT (BHZLEREHRIT) MR 2L
EA 1R .
b) HRTUEHRAEZSERP RSN ABEMES, DHERME L EHRERGREY
e,
AP E R E N SR H A ST DAL EH RS R RN HAE 5 FE B R4 TR LG H
MNEFRREETIEMMERAR.

2 MEMsIAXH

T H SRS T A SR R R R AR A, L2 TE B RS SO AUE B B RR AR & T AR S
o FLREATE B AR 5] SO, Hom B As CBL3E BT A 16 o 880 5% T4 3o

GB/T 22240—2008 fFRZLHAR FERELZESRBREIPERIER

GB/T 25069—2010 {5ERZ&£HEAR KiE

3 RIFBMEX

GB/T 25069—2010 F 5 i LA K2 F 51 A8 Fl 5 SGE T4 30/
3.1

T #%l&% industrial control system;ICS

Tk 4z R4 (ICS) & — Ml AR, BB 2R Tk A&7 i A 6 R 5, 01 5 M E %
£ R G (SCADA) 434 242 il 7 58 (DCS) A H At 55 /N ¥ ] ZR Ge , 40 7] 4w A2 BB P 46 28 (PLO) L BLE T
V2R FAAE L &R 1T A S B i i
3.2

MIsFNEIBRER K supervisory control and data acquisition system;SCADA

TE Tl A= = s il 3 2 v X SRR A 0 P e 350 4 A 1 0 7 AR A 4 T 38 P B 8 R AT 48 P SR
FESEEEENER RS . ©LUITEN M X m R0 s i & Wi E e, K E 2ot
BHERE.SHMEBMBT FSMEE., SCADA RS — it % 78 54 O i 3 40 % 8oc
(MTU) il {7 LB IS A (IR L0 B0 (RTUD S5 2 A
3.3

SHRIEH ES  distribution control system; DCS

DL ENU AL E RGN AL NI X A= BT mfa s P EHN RS, DCS &4
—BEFERFER R EREREPAN B, WG R EEREW AP BT aE, SR g g

1
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ERWMZAN SN F R RS REEE BIEREMEPER.
3.4

TRIZZBEIEFISF programmable logic controller; PLC

K AR AR AR B B F B B ERAEST Tl A PR R AT R M B T & . PLC FEHITHE
BEF S ERTERS, AT ER Tk AR, B T EG RGN EEERM BT,
3.5

L2424 security control

7T ol ¥ ) R Ge RO B LB AT A R A Bl 3 15 e R X R, LUAR 3P Dok 45 1 3R G B HLfE B R £R
TR .
3.6

L4EFEF security program

ETWERREN LB, AHEARALLEFRMNELZLEN, EYREN—-HEFNELE
4 .
3.7

L& E i security control family

A b R HE 5% 3B R B SR IR — AR R HIE A MR G4 18 AR AR, B 4L
R (PL) % & 1F Ak 5 BALCA) B PG (RA) VRSG5 RS RE(SA) BFEER(PM) A RZE
(PS) ¥ 5 H 854 4 (PE) L 2T RI(CP) \RL BB (CM) 4 (MA) ARG 5 15 B 58 B4k (SD i i
4 (MP) (R0 B (IR) (B 3 CAT) ARiR5 % 5] (TA) Ji 4§l (AC) #H it 555 (AU R G
HilfER# (SO .
3.8

LZeinElE % security control baseline

TR L RLeEHEE SRR S, BB A SRR LT RN B AR R
B VI 24 1 2 A 4 1 AR T o A8 1 R IR R 2 B MELR

4 GEEGIE

T 3 45 W 15 T A S

ICS Tk ¥4 & 4t (Industrial Control System)

SCADA W= FEHE % & & 45 (Supervisory Control and Data Acquisition)

DCS 4377 2 #:41 & 55 (Distributed Control System)

PCS i #&# %1 & 48 (Process Control System)

PLC w] 45 182 18 45 35 4 #8 (Programmable Logic Controller)

RTU 8 &4 B 56 (Remote Terminal Unit)

1ED # fig H Fi% % (Intelligent Electronic Device)

DRP R 4% & 31X (Disaster Recovery Planning)

ACL jjin) 48 151 2 (Access Control List)

DNS 184 % 4t (Domain Name System)

DHCP sh#s EMLELE W31 (Dynamic Host Configuration Protocol)

DNP 4374 R M 4 11 (Distributed Network Protocol)

RPC i #2313 2 #8 F P18 (Remote Procedure Call Protocol)

DCOM 4377 A 4 FF 2 B R, (Microsoft Distributed Component Object Model)
OPC H Fid B #= 4 i3 4 # 3 5 #8 A (Object Linking and Embedding for Process Control)
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PAD ™ ABFBIF , XFRE b il (Personal Digital Assistant)
DoS #E 4 ik % (Denial of Service)

CVE i# Az %)% (Common Vulnerabilities and Exposures)
OVAL M55 1518 5 (Open Vulnerability Assessment Language)
EAL A5 R UEZ (Evaluation Assurance Level)

PKI A4 E % i (Public Key Infrastructure)

AC J51a] ¥4 (Access Control)

AT #F 5l (Awareness and Training)

AU # it 5|73 (Audit and Accountability)

CA #4174 54 (Security Assessment and Authorization)
CM Fi B % 7 (Configuration Management)

CP N & 1% (Contingency Planning)

1A #51R 5% 51| (1dentification and Authentication)

IR Z {4 me Jif (Incident Response)

MP 4 i ##4" (Media Protection)

PE ¥ 5 3 55 %4 4 (Physical and Environmental Protection)
PL # % (Planning)

PM 78 %% 3 (Program Management)

PS A 51 % 4> (Personnel Security)

RA R 1  (Risk Assessment)

SA % 5 R 4% 3K B (System and Services Acquisition)

SC &4t 53812173 (System and Communications Protection)
SI &4 515 & 528 M (System and Information Integrity)

5 ZEEGHk

WA LR, Tolb #H RG22 5 HAD T % 2= — R, & 1 FTR

g
e PN
FiE—> B
1
Ty T
1 V \ AR /
Mgt —sz—> mr
18 ="
*l?ﬁ I—;u
| J j v
e S S ) B—m %
A
£ AT

B 1 Z4£(SECURITY) R H#X4 &
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B 1R T %42 (security) R MR SRR, HPrEs 2 . NHAT T UEHNRE+TE
B GBEAT R b PR R R A X 5, DL B Dl 2 R R G B AR B B PR S R AT RS I
P a3 BE 4 ] B0 E B0 2 » V8020 I 555 1 SR M R T ol 45 o) 2R T O T W ) 2 e M » BT % i Tl 4 ) AR
GeR) A X, LA 2SR E e E,

AARUEME S B P4 T AT DB RENZLERIFIER,

N T AR R R Tl ) R G P A B R AT R R b B0 R R R D 45 2R I B B B AR
/i Xk 7 B4 T B 2 R RIS AR R R e R R B SECR . BN  SC TF R h  2 A R R PR
ﬁﬂﬂl:

=S

Tolb = R 5

a) XN TH BRI R, mIURE  APRUE LA RIRE

by SREKEHE . HAUE X SIAE, Bl 421k RE ST, BE A B H L3, 5 1k £ S e
HiHERE]L.

HoA g RN SR B RE LRI B, kR 28 i X 7 B BhAE 5 T R A B 2R AR BB R
E B — N AT E XA R GRE) " R ZEH N — N e B4, FE, B34 aks, R
T e AN X R B AL R, B .

WHEES:

a) AL AR AL HE B R AR T IR ICHIL ) R T L B A A 2 (] 5k B S8 AR BR 4

b) AT AR AN F AL R AL (i, R TR M E P EREE SR XERRNAS) B
FE SCRfn B 48 e 5

o ZEEHIN T A O A B (RO AR A B e SR By ICS F A, b A T AR B A I
TEMERe ) (RN & T B A o B 68 )

& FE ICS AZFFH I AB LT AL N T 2 280 0% i Rz, 26 R 0 # 8R BY 48 =, 1 A 5 38 i R
EH (R NG R RS LRSI .

e) AMARLEFEH . AU4.S-12,

AN SR B YA — PR FE TR b (0 B Ty o A SRR BE AT B B AR, T o 4 o SRk Rk, 1 A -
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