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GB/T 33009 A< 43 HL5E T 88 2 ) R 8 1 %2 4 KRG DA 55 R R 43 L PP Al IR X R R SERE AR 5 LA
Bz efA i,

AFIEN T A AT KR 6 & B % ST X DCS R G BT 1 & 2 KUK A5 T
g, EM T18% DCS A B MR ARG+ DCS Z2ENHWRALETES.

2 MEHSIAXH

TIUSCHEXE T A SO B R R b AR AT A . MU T B B 5] S04, AU B B RR AR & T A< 3C
. FLEATE B IE5]HSCH Bk A CRLHE BT A 318 B0 & T4 30

GB/T 20984—2007 fRRREHFEAR FHEREXKIFMMILE

GB/T 30976.1—2014 T #ERALKFEELE %1 Ho0 FEHE

3 REBEX.HMIF

3.1 REMEX

GB/T 20984—2007 1 GB/T 30976.1—2014 REMUKL T IR EMEEHTAMH. ATE
TR, U TFTEES & T GB/T 20984—2007 1 GB/T 30976.1—2014 H f— e RiEFIE X,
311

I acceptance

BB PEAS 3 3 R B T 45 R0 E SERE R —Fpor Bk, R i BT A 5 AR ALK X VEAR IE 30 3EAT B TR
%, LR BB BTG HAR R Z AR

[GB/T 30976.1—2014, & X 3.1.4]
3.1.2

Wi Hl  access control

PR 25 G5 BT IR B 1k AR B AL Vi 18] 5 2R 5 BT R P A o 12 R AR 1 2 4 SRS AL AE 1, O ELAR 9 12 R g 2
AFHERA LRGP B OBRSE MRS,

[IEC 62443-1-1,F X 3.2.2]
3.1.3

A A availability

BT TR BE IR A 48 452 S 1 4 S SR 1 ) AN A A R

[GB/T 20984—2007, & X 3.3]
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3.14
% 5] authentication
T6IF S5 44 BT 75 R 1R B 43 (R B A
3.1.5
#15  border
YRR E BT ARERR.
[1EC 62443-1-1,%F X 3.2.16]
3.1.6
{§i& channel
HEFEENEVHRENEFGEE.
[1IEC 62443-1-1, X 3.2.19]
3.1.7
RFEM confidentiality
B BT B A B R, BP 2R R SO0 BT 3K B A oK 42 At 5K Uit 58 45 JE BAU AN AL o R O SR AR
BE,
[GB/T 20984—2007,E X 3.5]
3.1.8
BHRZEMBKZRSEL control system security
DABR I 45 i R 28 AT M L2 v R B R BLAR , B AN SR e M T R SRR E
3.1.9
AR 3EL denial of service
PHIE SR # I R E TR BT B S BB R AW BRERTIEE.
T ASMERRENERT, RS AL RIE IR R, AR BT EF IR L.
[1EC 62443-1-1,% ¥ 3.2.42]
3.1.10
iR %l identify
Xf B — P E R HATIRIR S BRI S R
[GB/T 30976.1—2014, % X 3.1.2]
3.1.1
MELEMXKE security risk
NA sk B R 8BRINR R 58 KOS AR R P AAE R M 550 R BUR 2 410 & A B X 4 4R L
S
[GB/T 20984—2007,5%F X 3.6]
3.1.12
T integrity
RIEE B RFERREA P AERPE S EB IR WA . BREEIETSEREMRE TR,
[GB/T 20984—2007, & ¥ 3.10]
3.1.13
FIEHITRLS manufacturing execution system

A 7 ALK R BR R AR T L T a0 A AR SE BE UR AT R PR AR S AR R SE BT UT SR AR R A A PRA TR
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Bl EHER A EA BRES B GOTREMEBERS A HMXBER.
E BRF MM EER T ARGMAMRAE TEMA W REMR RENRE, S8 T et ERELREM
BEREEDRER AR EARENLRE.
2. EEHEES R IEC 62264-1,
3.1.14
H4  organization
HAE AR AR LI E LS BT SL L, — N R — DA A 3T d
AR —NEHA,
[GB/T 20984—2007,5 X 3.11]
3.1.15
HAMK residual risk
KRBT ZL2BHE F B RENR T REAE MR,
[GB/T 20984—2007, % X 3.12]
3.1.16
R ##ES  risk acceptance
B3 MR B R 5E
[GB/T 30976.1—2014, % X 3.1.7]
3.1.17
R 454r  risk analysis
G o P A5 B R AR 1 XU SFe U8 RN A 1 UK
[GB/T 30976.1—2014, & X 3.1.8]
3.1.18
MBSy risk assessment
RPN EE R G TR AL M 55 A BN , BT & AR (O BE R B AL ok KU F R 2R F (RT 2 4tb)
RIS AN AR X - S0 B 43 T B R LA XU B /N et AR
F. REXMCRYETE, EEREMAS TR,
2. MRIPMEH SHRBETFHHEE S, U RS RAHEERNR . FHBRTXERNERN T RBHRAN
B KRG HE BE BB B LR A R AR B AL
3.1.19
R EIE risk management
BT KUK E Al R BN AR 5 BT AR5 1 BT 7= I EAH AR B XTI ME R L 72
3.1.20
L2 HH security incident
RYE RS S M4 B — Rl R ARS8 R A, B 0T BB R X %2 4 0K B Y 1 S BB 57 6 B 9 2R L, BOR
BRI AR 2R
[GB/T 20984—2007,7& X 3.14]
3.1.21
MFLL¥EHE security measure
AR YFE P A R | U 2 B 55 L R IR R 4 130 5 0 TR S B £ 4% SR BR LR AL
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3.1.22
B threat
RSB AERAABEFNAFEFHBAER.
[GB/T 20984—2007, & X 3.17]
3.1.23
I8t  vulnerability
RGBT LB SR BRAE A 3 P AR AE A BRPR S A TR IR B R S B s Z R R,
[GB/T 30976.1—2014, & ¥ 3.1.1]

3.2 HME

T 5148 &5 1E A T A S0,

CL:fig 1% %% (Capability LeveD)

DCS.; £ ##5 %1 & 4t (Distributed Control System)

DoS: Ik % 5 44 (Denial of Service)

IACS. T\ A 3h4k Fn# %] & 48[ Industrial Automation and Control System(s) ]
MES:. #il & $h 47 & 4t (Manufacturing Execution System)

ML %% 3 % %% (Management Level)

SL . &4 % %% (Security Level)

4 DCS &£ X [ 1 f 8§ iR

4.1 DCS RGH#EA
411 EHADCSEZMANMELE

HH DCS RGN AR—FAM DR MELEW, A LRI TRERKIIBEER AGEHENRG
WEE., KRB0 RS EE, BANS R E 2 AR EF M & T EFRR, LR W 2R 251
WA 1R, AR EES DCS REP IR KEE GG EM S MBS &2 P %8 % 22K
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— R EER DR RN RS ARG, X R R BRERERNRET

R B, R T X — R AC & A BOR F BT &, HBESR I T LR RS RN E R B B
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PR AN AE A 0 R GEHEAT S IR A B4R, o A2 7 i PR SR AT 0 R 42 W SR L R IS W L T &R
PRAE .

— BGER R B E RN EE R  RE LR EAE  HEAT B R e 5 Ab B X A 7 AR
e A R R S B B T S B4R 6 3 /O RGN 5SS B K
2 AT B A

— AGRER AGREZN EZNRARE RERHES PHATES G4 IR EHE S TR
#EhE.
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5 FEIERE

5.1 #fig

DCS R 4% & XK 7t & X DCS Brib i R W 45 2 R4 W 508 R & 5% il .DCS B ik &
B8 \DCS #8544 .OPC /4 . M B RIRIK B M R 2B 1 i & RS B R T H 5.
HEPFETZEZRRR AR RGHAFIE BN 2N AREMERTLENRLESN. RN, % 8RR
b By AR Tk & 2R Xt DCS o i 5 fa vl 55 (T REAZZE IR MR VA 3 B M SR B ™ V5 e SR S
itk Ve #9095 ) 56 B8 IR AR 56 Bl 55 R DR BR kM 55 L SR D 4 B R 3 AT ST VEAG . KU TEME B ME R B
BA KK A S BRA M ER . ARLHERNR MG E—F SN RS T/E, R4 2224270,
WHERE ZETRAEAR RERE ERHESHFEAEW. FHik, 76X PEAE SRR, b .

a) Wi DCS KB PEAL 1 H 45 5

b) HaE DCS KUK WA i 3 Bl 5

o) HHEVFAEE 5 S B ;

D HATRE A

e) B VR MR HE A i

D RS B B E X X PR TAER TR

5.2 BE DCS ¥ B

PO SIERAHATN M DCSEHEARSEE EHBHERE, UL RBERNE 2K (BHEAR .
AR MEURERZET TR, i SRIEHAREVFFEELR EHRELLTE.

PRAG B9 H AR o BEPPA O7 45 AR VA 07 HEAT BT S L 1R 0 BUARVEAS T B AR, XU A RS S E
BAKIEAE B,

5.3 WMETMGEE

DCS ¥4 & DCS BIBE{F B . R0 2 8 L I 28 Ui BR S B & (B 3P 0 L DL 2 W B2 7 R %6, B AR
KEWMRSERERAR FREH S FN DCS @A =30 B H KRB .DCS L EE W 5
TR AL DCS K5 M 48 5 ARG AR VBB FERITT%.

5.4 HABITMGHI

DCS WA HIBA I B HE AP TZTRM.IT HERAR AHAR (BHEEARANR BIENR 4
N R DL R BT AL L iR AG S 3E NS N R . AT 2 R IR A O BOVP A O SR AR R R 1T S R
AS N % 4 KB VRAG /N BB = T R R IR & B AR B THBER/NA,

A SEHE P BA L SO DA B A0 R A L SCRY VR T TR S A% T M R AR, BEAT % KU PR B R BRI
FEREHE , € DCS M BEHAXIME . ATREBIPMLETER N EZREGR, LENEE
N AREHIL .

55 REAWH

IR 7] 2 2 B R 45 A f 7 R EEAT R B, BT N AN B4 .
a) N FEBAF SRR JFR M TEAETESR =R EHARZENK;
b) g all o0 4% S kA ) 4% 3% B2 L (LR SN LR 5
o {eAk A DCS B FE A (EE R 2% B AB IR & B AT AS VARG MBI EHELS
THEETA])
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d) DCSUELREHEH;

e) DCS M#%aBEHE . RITRBEHEEIT;

£ REAEPSIIIRIBMABETIREEAXAR EREE EOEL;
g) W HREZLHA Tk & MET S ME;

h) HAtMWARBEHEHN T EHMNELZLEESAERNER;

D PiHE DCS W& RR PG IE R 5 4R

D HAh,

5.6 WMEWMEKESHZ

DCS %4 MR PR B 4 (EARRT)

a)  BATARUE;

b) A7k EE LKA 5 R G E SR FH

O RETEBKHNHEEER;

d HHAGEASHECH K. GRS & HMESFER;

e) ik HEXHRELEFTRMER,

7E DCS PRA5 7 s B 2B B b, B % & DCS MRk E 25t  BHERNE T 2T HRAEN AR L2
O RBIEA R M — B AT OR A B 5 E R AR F R EHED, B 0% B DCS
AAT B2 seat R AR R M I B AT R, BRAIEAS BRFAS R I e M/ RE W EH B4, RINREHAK
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